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DEPARTMENT OF DEFENSE CYBER CRIME CENTER (DC3)

Operating since 1998, DC3 provides digital and multimedia (D/MM) forensics, cyber investigative
training; research, development, test and evaluation (RDT&E); and cyber analytics to DoD
computer network defense (CND), law enforcement (LE), intelligence community (IC),
counterintelligence (Cl) and counterterrorism (CT) agencies. DC3 is recognized as a national cyber
center in NSPD 54/HSPD 23 and serves as the operational focal point for the Defense Industrial
Base (DIB) Cybersecurity and Information Assurance DIB CS/IA Program.

CDFAE Mission

Develop a partnership between academia,
standards bodies, and the US Government to
establish standards and best practices for digital
forensics practitioners, educators, and
researchers to advance the discipline of Digital
Forensics and increase the number of qualified
professionals to meet the needs of law
enforcement, counterintelligence, national
defense and legal communities.

Value Added

Establish a common core curriculum and development of standards for education and training in
Digital Forensics studies.

CDFAE designation requires in-course peer reviews of curriculum and practicum within a three
year period.

Education model based upon core learning objectives progressing to topic driven research.
Provides an opportunity for students to demonstrate their knowledge and skills in Digital
Forensics

Provides employers capacity to confirm a candidate’s capability to apply their knowledge.
Develops a certifiable path to meet National Cyber needs.

Strengthens bonds between Government, Academia, Professional Organizations, and Industry

Why CDFAE?

The United States is in a Science, Technology, Engineering, and Mathematics (STEM) skills deficit.
More than ever, organizations need to plan for the future as significant shifts in cyber operations
accelerate globally. Digital Forensics skill sets provide cross-cutting application to multiple fields.
Digital Forensics, in its strictest connotation, the application of computer science and investigative



procedures involving the examination of digital evidence - following proper search authority, chain
of custody, validation with mathematics, use of validated tools, repeatability, reporting, and possibly
expert testimony. Beyond traditional legal purposes, the same techniques, scientific rigor, and
procedural precision now support the range of military operations and courses of action (e.g.,
computer network operations as well as Cl objectives). CDFAE serves as a prime avenue for
cultivating leaders to meet evolving objectives across the digital forensics and cyber communities,
and is vital to protect, investigate, and serve public, private and national goals.

Learner Education Employer
Provider

Students :

- Accredited skill set and awareness of current issues facing Digital Forensics investigators
and examiners.
Opportunity to be recognized where their skills can be of the greatest value.
Valued for highly desirable and unique skill sets.
The capability to use the current techniques, skills, and tools necessary for digital forensic
examination of digital media, files, operating systems, devices, networks, and applications
for evidence discovery and recovery.
The aptitudes to design, implement, and evaluate a system, process, component, or
program to meet digital forensic needs.
An appreciation of professional, ethical, legal, security, social, and continuing education
and development responsibilities.

Education Providers
Access to advanced digital forensic resources.
Educators are recognized as being capable of effectively delivering theory, and practicum.
Provide students greater access to unique internship or employment opportunities.

Employers :
Hire employees with validated skill sets capable of being on task day 1.
Understand exactly what skills the employee brings to bear.
Be able to diversify geographical hires without compromising quality.



How CDFAE is designed?

CDFAE focuses upon building core Knowledge Domains
at multiple Skill and Ability levels across the education
spectrum. CDFAE accredits DoD and Federal education
organizations, and Academia to a Digital Forensic
Education standard based upon Knowledge, Skills, and
Abilities (KSA) utilized in field. It is an objective driven
program which progresses to topic based research and
problem solving. The CDFAE program is designed to
create an applied knowledge (Hands-On) to knowledge
applied (theoretical and research) educational
mechanism with a clear progression between the training
and education dichotomy in workforce development.

The eight Knowledge Domains represent well rounded digital forensics education topics field and the
Learning Objective Levels are indicative elements of those topics. The program must provide
structured advanced academic, research, and development capabilities in any or all of the digital
forensics knowledge domain areas under the LOF at a level appropriate for the current curriculum of
participating educational institutes while enhancing and providing supplemental support towards digital
forensic objectives. This is accomplished by transitioning general knowledge areas to a specific topic
application.

Knowledge Domains Learning Objectives Academic Accreditation

Institutions desiring CDFAE accreditation will fall into four main categories based upon the type of
institution. These categories are:

United States Federal or Defense Institutions

2-year programs such as community colleges

4-year bachelor’s degree-granting institutions

Graduate schools

Each subsequent category either includes or assumes the requirement of knowledge from the
preceding categories and/or levels.



The Eight Knowledge Domains

Legal and Ethics domain covers privacy issues involved in investigations, knowledge of the Fourth
Amendment, chain of custody, electronic evidence laws, relevant case laws, evidence preservation,
and rules of evidence for court admissibility. This domain also encompasses ethical implications of
digital forensics in relation to the field and roles and duties of expert witnesses.

Investigative Processes domain develops investigative techniques and procedures, how to process a
digital crime scene, investigative report writing, how to provide expert testimony, investigative
process, and the use of data analysis hardware and software tools.

Storage Media domain focuses on various file formats, acquisition and examination of digital evidence,
documentation of evidence collection, imaging hardware, software and processes, deleted file
recovery, and locating hidden data.

Mobile and Embedded Devices develops the knowledge and examination techniques of mobile
devices, wireless transmissions, Flash operating systems, and SIM cards.

Network Forensics domain elaborates upon identification and acquisition of digital evidence residing or
in transmission on a network, knowledge of network topologies, protocols, and tactics, techniques,
or processes by which information can be hidden during transmission.

Program and Software Forensics domain cultivates programming language knowledge, malicious code,
malware examination, reverse engineering, password cracking, data hiding, hashing, and operating
systems.

Quiality Assurance, Control and Management domain expands upon standards and controls,
certification, how to validate and assess quality in relation to the purpose and process of digital
forensics.

Lab and Forensic Operations domain focuses upon the creation of incident response plans and how to
prepare for digital forensic investigations, computer criminology, importance of tool testing, the need
for digital forensics, types of computer crimes, and various sources of digital evidence, and the
develop and /or management of digital forensic laboratories.

CDFAE REQUIREMENTS

Schools seeking CDFAE Accreditation must submit sufficient evidence of Digital Forensic education
practice. A minimum score of 70 out of the possible 100 is required for CDFAE program accreditation.

Mandatory CDFAE Criteria
Identify by name full-time employee or employees, either faculty or member of the
administration working in Digital Forensics, with overall responsibility for the Digital Forensics
Instructional Program. Provide biographies to substantiate depth and length of faculty expertise.
Identify by name additional Digital Forensics faculty members, working full- or part-time teaching
Digital Forensics courses within the department that sponsors the Digital Forensics programs
Identify by name shared faculty and adjunct/part-time faculty teaching Digital Forensics courses.
Learning Objectives are mapped to existing courses or new courses are created to fulfill the
learning objectives. Mapped Learning objectives are identified within the program and course
syllabus.
Evidence Digital Forensics is taught as modules in existing courses and that non-technical/non-
Digital Forensics students are being introduced to Digital Forensics, i.e. courses for
managers/leaders.



SCORED CDFAE CRITERIA

Declared Center For Digital Forensics: The university has a declared "center" for Digital Forensics
education or a center for Digital Forensic research from which the Digital Forensic curriculum is
emerging. The center may be school or university based. Provide documentation of the designation
of the Center (e.g., the charter), signed by the Dean or higher, and the mission statement.
Demonstrate the "center" web site is active and current and contains links to key Digital Forensic
resources such as other academic institutions, government sites, conferences, workshops, Digital
Forensics news, existing digital forensic groups and organizations hosted by the school, etc.

Non-Digital Forensic Courses Encouraging Digital Forensics: Non-Digital Forensics courses encourage
papers or projects in digital Forensics topics. Provide titles of theses, dissertation, or projects in
Digital Forensics within the last three (3) years. If the course does not require a paper or project, then
provide a syllabus demonstrating that digital Forensics topics mapping to the LOF are covered.

Digital Forensic Courses Encouraging Digital Forensics: Program with digital Forensics focus has
thesis, dissertation, or project requirements. Focus areas include declared majors, declared minors,
established certificates of study within a major, and production of research. Provide titles of theses,
dissertations, student papers, or projects in digital Forensics completed within three (3) years of
application. Digital Forensics courses that require research paper(s) or virtual/physical lab project(s)
must be listed and provide titles of papers or projects in digital Forensics completed within three (3)
years of application.

Digital Forensic Peer Reviewed Journals, Published Books or Chapters of Books on Digital Forensics:
Peer-reviewed publications (electronic or traditional) on Digital Forensics topics as evidenced in
refereed journals published within the last three (3) years. Published Digital Forensics books or
chapters of books within the last five (5) years, or peer-reviewed conference proceedings within the
last three (3) years. Provide title, authors, and date published. ldentify specific chapters if authoring
a chapter of a book Provide links to access papers.

Digital Forensic Education / Research Grant, Funding, Or Us Local / State/ Federal Government
Contract Awarded: University is awarded grants/funding/ contract for Digital Forensics education
and/or research development or lab equipment. Provide synopsis of Digital Forensics-related grants,
funding, equipment donations, or other funding received during the last five years, including date and
approximate monetary value.

Faculty Involvement in Student Digital Forensic Groups /Organizations: Faculty members are engaged
in and/or have initiated student Digital Forensics programs within the last three years. Group/
organization will have registration/ participation information readily available through a web based
interface.

Documented Instructing Faculty Digital Forensics Professional Development: Instructing faculty
members must have an avenue to maintain technical relevance and topic timeliness. Documented
course completion (from instructing organization) with the faculties name, the course/ training title,
date of completion, and applicable Digital Forensic Knowledge domain as outlined in the Learning
Objective Framework.

Digital Forensic Physical and/or Virtual Laboratory: Demonstrate that physical and/or virtual DIGITAL
FORENSICS labs and equipment are available and used for practicum. Provide samples of student
lab projects, exercises, or case studies; syllabus; links to assignment; etc.

Outreach to the Digital Forensic Community: Demonstrate the university is actively involved in the
Digital Forensics community through:
Magazine/ Trade Publication Article: Writing articles in magazines or trade publications focusing
upon digital forensics or similar fields. The magazine or trade publication may be print or




electronic. Discussion Forums, Blogs, or other mediums without a formal editorial review are
unacceptable for submission in this category.

Conferences and Symposia: Participating universities and colleges that host international,
national, or regional conferences or symposia digital forensics topics. To qualify, the event must
involve speakers and/or participants from multiple colleges, universities, and/or government
agencies and professional organizations.

Summer Camps: Participating universities and colleges that host summer camps where by
students from middle schools and high schools visit the institution for an extended period of time
(usually 5 days or more) for a digital forensics.

Other Outreach Activities: Participating universities and colleges may also host middle school
or high school student groups for short field trips. These activities should last for a half of a day
to a day and introduce the students to various Digital Forensics topic areas.

Scored Criteria Maximum Points
Declared Center for Digital Forensics 8
Non-Digital Forensic courses encouraging Digital Forensics research 10
Digital Forensic courses encouraging Digital Forensics research 10
Digital Forensic Peer Reviewed Publications 10

Digital Forensic Education / Research Grant, Funding, or US Government

Contract awarded -
Faculty Involvement in Student Digital Forensic groups /organizations 10
Documented Instructing Faculty Digital Forensics Professional Development 10
Digital Forensic Physical and/or Virtual Laboratory 20
Outreach to the Digital Forensic Community 12
Total Points Awardable 100

CDFAE ACCREDITATION PROCESS

Applicants electronically submit the CDFAE application package via a secure web site prior to the
August 31 deadline. Applications are assessed against a specific set of criteria, which are intended to
measure the depth and maturity of programs of instruction in Digital Forensics at all levels. Applicants
must clearly demonstrate how they meet each of the criteria outlined in the LOF and evaluation criteria
elements are met with a score of at least 70 of the possible 100 points is awarded; DC3 will coordinate
an Articulation Agreement between DCITA and the applicant school. Post articulation agreement
execution DC3 will award CDFAE accreditation status to the school valid for three (3) years starting on
January 1 of the calendar year in which CDFAE accreditation is awarded. All CDFAE designated
schools must reapply to the CDFAE program in their last year of accreditation to retain designation as a
CDFAE accredited school. Designation as a National Center of Digital Forensics Academic Excellence
does not carry a commitment of funding from the DoD Cyber Crime Center or the United States Federal
Government.) DC3 will formally recognize CDFAE awardees at the annual DC3 Cyber Crime
Conference.

IN-CLASS ASSESSMENT

During the three (3) year period of accreditation an in-class assessment will be performed. The
assessment will be performed by a regional CDFAE peer representative assigned by DC3. The course
assessor will appraise the curriculum in both course mapping and in-class content application based
upon CDFAE participation criteria utilizing observed, student, and faculty input. A successful
assessment will result in continued CDFAE accreditation. CDFAE assessors’ will be representatives of



CDFAE accredited schools and DACCA board members. Assessors will be teaching or working in
Digital Forensics or a similar field. They will be selected from a regional candidate pool by the DACCA

Board. DC3 will coordinate the assessment with the CDFAE representative from the school to be
assessed.

CDFAE ACCREDITATION TIMELINE

31 August - Last day to submit Application Data Package a pre-requisite for designation/re-designation
as a National Centers of Digital Forensic Academic Excellence (CDFAE) in January of the following
year. Application Data Packages will not be accepted after this date.

1 September — 31 December: Database will be "read-only". During this time Application Data packages
will be evaluated.

1 January — 1 June — Cycle 1: Conventional classroom appraisal of curriculum and vetting for continued
CDFAE accreditation.

1 June — 31 August — Cycle 2: Online /Distant Education classroom appraisal of curriculum and vetting
for continued CDFAE accreditation.



Educational institutes who are not certified will receive a summary report of identified deficiencies in
their application and/ or in class assessment and will be able to resubmit the package in the next cycle.

Individual Participant Skill Assessment

Individuals enrolled in CDFAE accredited schools may optionally decide to validate their KSAs. DC3 in
coordination with the DACCA will determine the location(s) for the regional examinations to be held and
which organization(s) will host. The examinations will cover the knowledge base and associated
applied skills per qualifying skill category. Upon successful completion recognition will be afforded by
DC3.

CDFAE Contact Information
Email: CDFAE@dc3.mil
Office: 410-981-3121



