2008 DC3 Digital Forensics Challenge

General Rules & Information
Participation Requirements
· The DC3 Challenge requires that all competing participants hold U.S. citizenship and reside within (and travel from) the Continental US (CONUS) in order to claim the trip to the Conference. 
· The DC3 Digital Forensics Challenge welcomes non-US citizens to participate. But non-US citizens are ineligible to attend the conference and receive only bragging rights.

· Only the first 100 teams that submit solutions will be eligible for the prize.
· Teams may consist of one to four eligible members.
· Team members may not participate on more than one team.  
· Team members must be established and registered prior to submission of the Challenge packet.
· Each team will be required to send email confirmation upon receipt of its Challenge Packet. (Send to: challenge@dc3.mil  Subject: “<teamname> Packet Received”) 
· All current DC3 personnel and former DC3 personnel (who are within one year, 1 Mar 07 to present of separation) are ineligible to participate.

Challenge Information
· Each packet will contain answer sheets for each of the challenges that must be filled out and returned to receive credit for the completed challenges.
· You do not have to complete all of the individual challenges.  Submit what you complete as one total packet.  
· A template is attached to your answer sheets for your notes and reports.

· Commercial tools used must be documented on your answer sheet(s).  
· All non-commercial tools used in completing a challenge must also be documented on your answer sheet(s) and a copy of the tool must be submitted (executable only) with your solution to validate your challenge solution. 
Key Dates

· Packets containing all of the challenges will be mailed out shortly.  
· Applications received each day by the close of business (COB) will ship out the following business day.

· All challenge solution packets must be mailed back to DC3 with a postmark of no later than 1 November 2008 to be eligible for the prize. Mail solutions to: 
· Challenge solutions received with a postmark after 1 November 2008 will be accepted, reviewed and scored, but contestants will not be eligible for the trip.  
· Teams can only submit one challenge solution packet (encompassing all of their solutions).
· All participants will be notified of the scoring results on or about 1 December 2008 via email.  In addition, the final results will be posted on the Challenge Website. 
· In the event of a tie, the challenge solution packet that arrives at DC3 in the least amount of time will be declared the winner.  
· The duration of your examination is determined by the date & time the packet is mailed out by DC3, to the date & time your packet is received by DC3.
List of Key Dates 

	15 Feb 2008
	
	Registration Begins

	15 Mar 2008
	
	Challenges sent out

	1 Nov 2008
	
	Last Day to Submit Challenges

	1 Dec 2008
	
	Winner Will Be Announced

	27 Jan 2009
	
	Award Presented at Conference


Specific Challenge Instructions

101_Detect_Suspicious_Software_Challenge2008 - Total Weighted Points:  100
Locate any software title(s) as recorded in the provided registry files that you suspect would be used in suspicious or illegal activities (other than standard OEM provided software or main named commercial products normally encountered).  Report the exact registry key path, any additional entry information, the detailed explanation of your process (software or technique) used to examine and detect the information, and the reason you feel it could be used in suspicious or illegal activities.
102_Hash_Analysis_Challenge2008 - Total Weighted Points:  100
Compare the MD5 hash value of the files located in the folder ‘Files_From_Hard_Drive’ and the folders ‘Files_From_USB1’, ‘Files_From_USB2’, and  ‘Files_From_USB3’, to determine which files are exactly the same in each of the separate folders.  Report the folder, filename, and MD5 hash value for matching files and a detailed explanation of your process (software or technique) used to examine and determine your results.

Report the exact registry key path, any additional entry information, the detailed explanation of your process (software or technique) used to examine and detect the information

103_Image_Analysis_Challenge2008 - Total Weighted Points:  100
Examine the images in the 103_Image_Analysis_Challenge2008 folder.   Provide evidence as to whether each image is real (digital image without modifications), digitally enhanced (real image that has been modified), or computer generated (CG).  

Points will be awarded for each successfully identified picture and reasoning for your decision.

104_Signature_Analysis_Challenge2008 - Total Weighted Points:  100

Examine the files in the 104_Signature_Analysis_Challenge2008 folder to determine which files are using the proper signature information and filename display and which are not.  Report the full filename for mismatched files, a detailed explanation of your process (software or technique) used to examine and determine your results, and provide the corrected file.

Points will be awarded for each successfully identified signature mismatch and reasoning for your decision.

201_Missing File Header Reconstruction_Challenge2008 - Total Weighted Points: 200

Examiners must develop and document a methodology used to restore the missing header information in the files located in the 201_Missing File Header Reconstruction_Challenge2008 folder into the correct type files.  The corrected files may be returned as files with the original filenames, preceded by OK_<original filename>.<proper extension> or the changes made to correct the original file (what was missing and what you entered as the correction) may be written out in full on the answer sheet.

Points will be awarded for successfully restored files, provided you supply a detailed methodology of how you derived your findings and correction.

Report the detailed explanation of your process (software or technique) used to determine the original challenge file problem and to correct that files information to the correct file type.
202_Password_Recovery_Challenge2008 - Total Weighted Points: 200

Examiners must develop and document a methodology used to determine the password for the files located in the 202_Password_Recovery_Challenge2008 folder.  
Points will be awarded for each successfully accomplished task by providing the password for each file.

203_Registry_Analysis_Challenge2008 - Total Weighted Points: 200

Examiners must develop and document a methodology used to determine from the provided registry files and USB Image files located in the 203_Registry_Analysis_Challenge2008 folder, which of the USB devices was attached to the suspect hard disk drive.  Report the exact registry key path, any additional entry information, the detailed explanation of your process (software or technique) used to examine and detect the information, and the reason for your selections.

Points will be awarded for successfully identified USB device connected to the suspect hard disk drive, provided you supply a detailed methodology of how you determined your findings.

204_Steganography_Level2_Challenge2008 - Total Weighted Points: 200
Of the three files provided, identify the file that contains hidden data and extract and decode the hidden data.

Report with the exact detailed explanation of your process (software or technique) used to examine and detect the information, and then to successfully extract the information. 

301_Encrypted_Files_and_Folders_Challenge2008 - Total Weighted Points: 300

Examiners must develop and document a methodology used to determine the password and/or decryption for the items/files located in the 301_Encrypted_Files_and_Folders_Challenge2008 folder.  

Points will be awarded for each successfully accomplished task by providing the password and/or decrypting the data for each entry/file.

302_SKYPE_Communications_Logs_Challenge2008 - Total Weighted Points: 300

Examiners must develop and document a methodology used to parse SKYPE communication logs from the folder 302_SKYPE_Communications_Logs_Challenge2008 folder to an easily understandable and readable format.  A detailed explanation of your process (software or technique) used to examine, extract, and present the data is required.

Points will be awarded for the completeness of the data recovered from the communications and the ease of understanding or utility of the method the information is reported from that file(s).

303_Language_Text_Identification_Challenge2008 - Total Weighted Points: 300

Examiners must develop and document a methodology used to identify the language documents in the 303_Language_Text_Identification_Challenge2008.

Report the detailed explanation of your process (software or technique) used to determine the language and document information.

401_MSN_Session_Logs_and_Chat_Challenge2008 - Total Weighted Points: 400
Examiners must develop and document a methodology used to parse MSN Session Logs and Chat communications from the folder 401_MSN_Session_Logs_and_Chat_Challenge2008 to an easily understandable and readable format.  A detailed explanation of your process (software or technique) used to examine, extract, and present the data is required.

Points will be awarded for the completeness of the data recovered from the communications and the ease of understanding or utility of the method the information is reported from that file(s).

402_Image_Analysis_Challenge2008 - Total Weighted Points: 400

Examiners must develop and document a methodology used to determine whether the images in the 402_Image_Analysis_Challenge2008 folder are real (digital image without modifications), digitally enhanced (real image that has been modified), computer generated (CG), or a composite image (containing both real and CG elements).  You will be expected to identify the nature of each picture.

Points will be awarded for each successfully identified image provided you supply a detailed methodology of how you derived your conclusion. Points will not be awarded for guessing.

403_Foreign_Text_Translation_Challenge2008 - Total Weighted Points: 400

Examiners must develop and document a methodology used to translate the language documents in the 403_Language_Text_Translation_Challenge2008 folder into English language documents.  The translated documents may be returned as files with the original filenames, preceded by EN_<original filename.xxx> or may be written out in full on the answer sheet.

Points will be awarded for the most successfully translated to English document (least errors), provided you supply a detailed methodology of how you derived your findings.

Report the detailed explanation of your process (software or technique) used to determine the original challenge document language and to translate that text to English document text.

404_Steganography_Level4_Challenge2008 - Total Weighted Points: 400

Extract and decrypt the data hidden with Steganos in each of the bitmap files.

For each file name provide the hidden data or password and a detailed explanation of your process (software or technique) used to examine and determine your results.

Report with the filename, the exact detailed explanation of your process (software or technique) used to examine and detect the information, and then to successfully extract the information. 

LIMITATION OF LIABILITY
The computer data and media supplied for the DC3 Challenge has been checked for computer viruses, trojans, and other malicious code using commercial antivirus software current as of 01 February 2008 and is found to be free of such programs. The hash value for the data is:

ad4db66d60e48fc3d87033f1c39a533f
If the materials received do not have this MD5 hash value, discontinue use immediately and return the materials to DC3.

In consideration of participating in the DC3 challenge, contestants acknowledge that DC3 is not responsible for any damage caused to any computer or network due to the loading of, or operation of the storage media (including the broken CDs, DVDs, and USB Flash Drive) holding the DC3 Challenge materials. 

DC3 CHALLENGE JUDGING STATEMENT

By submitting a proposed solution to the DC3 Challenge, you agree to the following terms:

· You have checked your answer for viruses, trojans, and malicious code using commercially available antivirus software and certify that it is free of those malicious computer programs
· If you are the winner of the Challenge, you agree to have your name and other personal information used in advertising promoting the DoD Cyber Crime Conference
· DC3 is the final arbiter of any dispute concerning interpretation of the rules for the DC3 Challenge.  All decisions are final.
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