DEFENSE CYBER CRIME CENTER
AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS

BACKGROUND

® 1998 - Initial operational capability
with the Defense Computer Forensics
Laboratory (DCFL) and the Defense
Computer Investigations Training
Program (DCITP)

® DC3 is a national cyber center, as
recognized in National Security
Presidential Directive 54 /| Homeland
Security Presidential Directive 23

® DC3 serves as the operational focal
point for the Defense Industrial Base
(DIB) Cyber Security / Information
Assurance (CS /IA) Program

e DC3 hosts mission partners from

Contact Information

@)) ONLINE

Email: dec3@dc3.mil
Website: www.dc3.mil

other agencies, including DHS,
OUSD (AT&L), Damage Assessment
Management Office (DAMO), NSA,
FBI, Defense Criminal Investigative
Organizations (DCIOs), U:S. Army
Military Intelligence, and
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DCFL

Defense Computer Forensics Laboratory
DC3 Superior Digital Forensics

* Digital and multimedia digital forensics
Intrusion & malware analysis
Expert testimony
ASCLD/LAB - International accredited laboratory
since 2011
® Request Lab services:
o Phone 410-981-0100
o Request forms located at www.dc3.mil

DCISE

Defense Industrial Base Collaborative
Information Sharing Environment
DC3 DIB Cybersecurity

¢ Works with DIB partners to safeguard DoD
information

® Provides actionable threat products and analysis

¢ DCISE Hotline: 877-838-2174 or 410-981-0104

¢ See http://dibnet.dod.mil for more information
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DC3 MISSION

Deliver superior digital forensics and multimedia lab
services, cyber investigative technical training,
research, development, testing and evaluation, cyber
analysis capabilities supporting cyber counterintelli-
gence and counterterrorism, criminal investigations,
intrusion forensics, law enforcement, intelligence
community, critical infrastructure partners, and infor-
mation operations for the DoD.

DCCI

Defense Cyber Crime Institute
DC3 Research, Development, Testing,
and Evaluation
¢ Develops digital forensic tools and techniques
¢ Validates software/ hardware for a forensic process
e DoD repository for cyber Cl tools
¢ To request RDT&E:
o Email dcci@dc3.mil
o Request forms located at www.dc3.mil

DEFENSE CYBER CRIME CENTER
Air Force Office of Special Investigations
www.dc3.mil | de3@dc3.mil
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DCITA

Defense Cyber Investigations Training Academy
DC3 Cyber Training

¢ Classroom & web-based cyber investigative
response training
o DoD certifications in digital forensics, cyber
investigations, and incident response
o Council on Occupational Education (COE)
accredited courses available
0 See www.dcita.edu for more information
® Course registration
o Email dcita.registrar@dc3.mil
o Phone 410-981-1165
® Center for Digital Forensics and Academic
Excellence (CDFAE) Program
o See www.dc3.mil/cdfae/ for more information

AG

Analytic Group
DC3 Analytics Driving Operations
* Provides Cyber analysis products and services to LE/
Cl agencies to support investigations/operations.
¢ A member of the National Cyber Investigative Joint
Task Force (NCIJTF)
¢ Builds a threat picture to enable proactive LE/CI
cyber operations
® Collaborates with LE/CI, CND, IC and IA agencies
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