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MEMORANDUM FOR SECRETARlES OF THE MILITARY DEPARTMENTS
CHA1RL\fAN OF THE JOINT CHlEFS OF STAFF
UNDER SECRETARIES OF DEfENSE
DIRECTOR., DEFENSE RESEARCH AND ENG'D'lEERING
ASSISTANT SEClUITAlUES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF D5FENSE
INSPECTOR GENERAL OFnIE DEPARTMENT OF DEFENSE
DIRECTOR. OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO TIlE SECRETARY OF DEFENSE
DlREcroR., AOMOOSTRATION AND MANAGEMENT
DIRECTORS OF TIm DEFENSE AGENCIES
DIRECfORS OF THE DOD F1ELO ACTI1lVIT'IES

SUBJECT: Department of Defense Reform Initiative Directive # 27 • DoD Compurer
rorensics Laboratory and Training Program

Effective immediately, the Air Force is directed to establish a joint DoD Computer
Forensic$ Laboratory and Training Program. The computer lab will be responsible for
counrcrintelligeacc. criminal and fraud computer evidence processing. analysis. and dlagnostics.
The training program. will provide computet investigation training to individuals and DoD
elements that must ensure Defense information systems are secure from unauchorizcd use,
counterintelligence, and criminal and fraudul~t activities.

The A,jr Force, as the Dcpanmeut's Executive Ageot for the DoD Computer f'orensic$
Labomory and Tra1nin& Program. is d1rccted to manaee che Navy curricula deve)opmeur. the
.l\m1y distance lcamiDg capabilities, and the Air Force compucer forca.sics labotatoIy efforu. The
Commander. Ajr Forte Office ofSpccla1 Invcstigarions (APOS!). in coordiswiOll wjlb the
Defense CdminaJ. Investigative QrcanizatiOIl (000) &tcrpriu-wide WorlqD& Group, is
d~ted to develop I plm for the implementation of the DoD CompulCr Lab and TrainJnl .
Program. The plan shall~ proVided by March 30. 1998 to the Office of the AssistUlt Secretary
of Defense for Command. Control. Communications, and Intclligcuce (OASD C3I) for review
and approval.

Funding of the DoD Computer Lab and Tra.ining Program will address cbc Appropriation
Conferees direction OD. chis luue and c;omply whh Sectioa 907 of the National Defouse
Authorization Act for FY 1998. The DClOs and associated A&C11cies are direet.cd to provide
appropriate sWflog aDd t'wlding lor FY 1998 and FY 1999 $tIrt-Up COStS, aDd are dJrcctcd to sign



·amemorandum ofa~nl (MOA) OD arclmbursabl~ basil \Vim AFOSI for FY 1998 and
FY1999 costs. The OCIOs and ~ated AJcn~iCl are l~ idcatify fundi in dle fY 2000 b\a<lsct
thal ue to be Ralicned to the Air Force. The DoD Compoaenc.r are~ted to give AFOSI rheir
full cooperation and support. The MOA shall be coordinated wilb the appropriate
Service;Agency Comptroller or;anization£ including chc Otfiu of the Under Secrotaly of
Defense (Comptroller).

FutthermoR, I direct the DeIO Enterprise Workiag Group 10 review. consolidation of
other forensic activities. separate from the computer formsic laboratory and ttalning program.
Thc results of the review wilJ be provided to the OASD (Ol) DO later than March 15. 1999.
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