How to access your email via Outlook Web
Application (OWA)

Accessing your email via OWA

NOTE: OWA is only accessible through the browser. It is not available via
Workspace App. Please use your 16 Digit PIV - Authentication Cert.

DO NOT USE YOUR EMAIL CERT. (Please see page 4 of this document on
how to identify your PIV cert.)

1.1 Insert your CAC into your CAC reader.
1.2 Use Internet Explorer or Chrome to connect to https://seahawk.dc3.mil
1.3 You will be prompted for a Certificate (see Figure 1).
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1.4 Select your PIV Authentication cert, and then click OK.




1.5 The PIN prompt screen will display (see Figure 2).
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Figure 1. PIN Prompt

1.6 Enter your PIN number, and then Click OK.
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Figure 2. Warning Statement

1.7 Accept the warning statement (see Figure 3).



1.8 Select APPS, and click on OWA
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1.9 Wait for your email to load and you have successfully logon into OWA.

Figure 3. Inbox



Identifying your PIV Authentication Certificate

When logging into a system or application and are presented with multiple certificates
to select; the PIV Auth certificate can be identified by following the steps below.

From the Windows Security “Select a Certificate” box presented select a certificate
and then click on “Click here to view certificate properties”.
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Next select the “Details” tab.



a  Certificate Details

Geneiﬁ cation Path

Show: | <All> v
Field Value
[=]Version V3
[=]Serial number 129b16

[Z]Signature algorithm sha256RSA
[Z]Signature hash alg... sha256

[ElTssuer DOD EMAIL CA-49,...
[Evalid from Monday, May 27, 20...
[Elvalid to Sunday, May 31, 20...

From the details menu scroll down to the “Subject Alternative Name” and double click.
The Principal Name value identifies the certificate. If there are 10 digits this is NOT
your PIV Auth certificate. If there are 16 digits in the Principal Name value, as in the
picture below, this IS your PIV Auth certificate.

Field Value A
&Subject Key Identi... 790b25aa92¢56¢15...
& Authority Informa... [1]Authority Info Ac...

57 Subject Alternativ... Other Name:2.16.8...
& Subject Directory ... 30 12 30 10 06 08 ...
f&/Enhanced Key Usage Smart Card Logon (...

[E]Key Usage Digital Signature (80)
[EIThumbprint 6406f99c902e9f1c0...
[ElFriendly name Authentication - DU...
v
Other Name:

2.16.840.1.101.3.6.6=04 19 d5 78 10 da 0d 84 2c 14 0b 35 25 83 60
da 01 46 48 20 d5 b0 85 78 10 d7 e7
Oftrer-iamnre:

Principal Name= 1234567890123456@mil
URL=urn:uuid:2/0C884D-0/0C-4605-A335-382D973F8968




