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INVESTIGATOR
ALTERNATE
Name
Agency Name
Physical Mailing Address
Email Address
Commercial Phone Number
DSN Number
Mobile Number
Fax Number
Click the appropriate radio button for the examination or process request.
MALICIOUS FILES
COMPROMISED SYSTEMS/MEDIA
VOLATILE DATA ARTIFACTS
NETWORK-BASED ARTIFACTS
MEDIA SUBMITTED FOR EXAMINATION/ANALYSIS
- The Description cell is an expanding cell. As the cell fills with the text you are typing, a scroll bar will appear on the right side of the cell. After you finish typing and click outside of the cell, it will expand as necessary to display all of the text that you typed. 
- To add an additional row, click [Add More Media].
- To delete a row, click [X]. 
Description
Quantity
Media Classification Level
1.  ACCEPTANCE OF TERMS 
The DC3 Cyber Forensics Laboratory (DC3/CFL) provides its services (defined below) to you ("the Customer")                            subject to the following Terms of Service (TOS), which may be updated by us from time to time without notice to you. The most-current version of the TOS will be attached to the DC3/CFL Form 1A - Intrusions Laboratory Request. By filling out and signing this form, you accept and agree to be bound by the terms and provisions of the TOS. In addition, materials and information you submit to DC3/CFL (such as evidence or victim information) are subject to DC3/CFL policy guidelines and procedures applicable to such items. Policy guidelines and procedures are hereby incorporated into the TOS. 
2.  DESCRIPTION OF DC3/CFL SERVICES 
DC3/CFL works to ensure customers receive the maximum benefit from examination results and other DC3/CFL products and services. This effort is conducted using a rich collection of resources including various forensic and support tools, procedures, protocols, and methods that conform to accepted standard practices in the forensic community. 
DC3/CFL will conduct a full or limited examination of the evidence submitted to DC3/CFL, bounded by the terms outlined by the Customer on the DC3/CFL Form 1A and in accordance to DC3/CFL standard operating procedures and instructions. 
When a case submission requires equipment to be ordered for processing, the remainder of work on the case will be processed separately. Should the required equipment be unavailable, this fact will be communicated to the Customer, and the media will be returned to the Customer unexamined. 
3.  GENERAL PRACTICES REGARDING CASE PROCESSING 
DC3/CFL may deviate from its standard processes in order to use the most-efficient, practicable solution to serve the Customer. 
4.  CUSTOMER RESPONSIBILITIES 
When requesting a case be processed by DC3/CFL, the Customer must complete a DC3/CFL Form 1A in order to outline the services requested, media submitted, and key background information relevant to the investigation. This will assist the DC3/CFL Examiners in pinpointing useful data, depth of examination requested, and other pertinent information regarding the request. Customers will also ensure classification markings of individual items and overall collections are quickly and readily identifiable. 
The following items must be included (where applicable) with submitted evidence for DC3/CFL to perform an examination: 
• Completed and signed DC3/CFL Form 1A - Intrusions Laboratory Request 
• Search authority documentation 
• Evidence listing 
• Chain of custody document(s) 
• Customer reference numbers for evidence, as required by customer regulations
• Witness statements and/or discussions 
• Subject statements 
• Copy of charge sheet(s) 
• Reports/Notes detailing any prior analysis conducted by someone outside DC3/CFL to include online investigations
• Notes on DC3/CFL Form 1A regarding media that has been damaged prior to shipment to DC3/CFL 
• Notes on DC3/CFL Form 1A indicating which person each piece of evidence is associated with, if known (e.g. subject's thumb drive, victim's laptop, etc.) 
• Passwords to files/devices (e.g. from a Post-It note of passwords located near the device at a crime scene or ones provided by subjects during interviews)
• Any other related equipment or information that would increase probability of full access to case-relevant data  
5.  MISSING OR ADDITIONAL INFORMATION 
The Customer agrees that DC3/CFL may contact them at any time to request missing or additional information in order to perform an examination on a case. The Customer agrees that if this information is not provided, or if after a reasonable period of three business days such requests for information are not met, DC3/CFL has the right to return materials. 
6.  GENERAL PRACTICES REGARDING EVIDENCE AND CASE INFORMATION 
Strict evidence handling and storage procedures are in place for the protection and confidentiality of customer information, regardless of how it is obtained or the media in which the information is conveyed (e.g., printed, electronic files, email, or verbal conversation). Information will not be disseminated by DC3/CFL without prior approval from the Customer. 
DC3/CFL takes exacting care in ensuring its processes do not damage or destroy evidence. However, should this event occur, the Customer will be notified as soon as the alteration is recognized. 
Discrepancies in evidence will be verified according to DC3/CFL procedures, and once the discrepancy is verified, the Customer will be contacted for resolution. The actions taken in the resolution of evidence discrepancies will be documented and recorded in the case file.
In regards to mobile-type devices, the most-efficient and practicable solution to gain access to otherwise unobtainable data may include methods such as custom recoveries, device rooting, In-System Programming (ISP), Joint Test Access Group (JTAG), and/or Chip-Off. "Rooting" and "Custom Recoveries" modify the operating systems, however, the user-generated data remains unchanged and all processes are documented in detail. Additionally, though this is not a destructive process like JTAG and Chip-Off, there is the small possibility that the device could be rendered inoperable. In-System Programming (ISP), JTAG, and Chip-Off require disassembling the device down to the printed circuit board (PCB) and either soldering wires onto Test Access Points (TAPS), attaching a connector onto the PCB, and/or removal of the processor chip. Chip-Off is a destructive process, and the evidence will not be restored to its submitted configuration.
The Customer may opt out of any of the possible destructive methods mentioned above. DC3/CFL has an obligation to exhaust all possibilities of acquiring data to support your requested requirements listed on the DC3/CFL Form 1A. Unless otherwise specified by the customer, DC3/CFL will attempt all non-destructive solutions before proceeding with other more-invasive (JTAG/Chip-Off) solutions.
7.  COMMUNICATION 
DC3/CFL will cooperate with the Customer or its representatives in clarifying the request and in monitoring DC3/CFL's performance in relation to the work performed while ensuring confidentiality. 
As soon as practical after receiving a case, DC3/CFL will complete and send a DC3/CFL Case Receipt Acknowledgment email. A DC3/CFL Section Chief and the case agent's Computer Crime Operations Chief will be copied on the acknowledgment email. 
Further case correspondence, whether by email, fax, mail, or notes/voice recordings of telephone conversations, will be noted and recorded to be included for record in the case file.
8.  NOTICE 
The Customer understands that the ANAB name and accreditation symbol are trademarked property of ANAB. Without ANAB's explicit prior permission, the Customer agrees not to display or use the ANAB name and/or accreditation symbol in any manner. 
Hard drives sent to customers are the property of DC3/CFL and are required to be returned to DC3/CFL on case resolution.
9.  QUICK LOOK
The Quick Look process provides the investigator with valuable information in a timely manner. The process evaluates digital evidence for precise requirements in an investigation. This can include, but is not limited to, the following: live victim or subject identification, preservation request needs, and other potential investigative leads. Quick Look results are NOT intended to be used as evidence in a court of law and do not replace a comprehensive forensic examination.
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