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Organization of the Month
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APRIL 2020
DOD VULNERABILITY DISCLOSURE PROGRAM

 SEVERITY FOR THE MONTH

     LEADING CWE’S FOR THE MONTH

KNOWLEDGE BYTES

@DC3VDP
VDP-Questions@DC3.mil

If there has been any perceived benefit to the COVID-19 lockdown, it is having 
the unbridled attention of the white hat hacking community and their focus on 
discovering DoD website vulnerabilities. The VDP team processed a staggering 
626 reports during the month of April; a 126% increase over April 2019 and 127 
more than all previous Aprils combined. Additionally, last month was our third 
busiest on record only coming behind our first full month in business and an 
anomalous July 2018. Equally impressive is that VDP has been able to support 
this massive report surge at a 92% rate of personnel teleworking from the 
across the NCR. A feat that was only made possible through the immediate  
and extensive use of innovative cloud-based collaboration platforms.

The April 2020 DoD VDP Researcher of the Month 
Award goes to @sw33tLie with HackerOne! The 
researcher submitted 10 critical reports on CVE-2017-
9248 that granted users the capability to perform 
a Remote Code Execution attack due to a Telerik 
cryptographic weakness. Keep up the great work  
and thank you for participating in the DoD 
Vulnerability Disclosure Program!

RESEARCHER OF THE MONTH

VULNERABILITIES SINCE LAUNCH

RESEARCHERS SINCE LAUNCH

ACTIONABLE REPORTS PROCESSED

CWE-548 INFORMATION EXPOSURE THROUGH DIRECTORY LISTING

CWE-200 INFORMATION DISCLOSURE

CWE-79 CROSS-SITE SCRIPTING (XSS)

CWE-657 VIOLATION OF SECURE DESIGN PRINCIPLES

CWE-601 OPEN REDIRECT
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