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Recently, the National Institute of Standards and Technology, 
National Vulnerability Database released CVE 2020-15505.  
This vulnerability found allows a remote code execution  
in the MobileIron Core and Connector versions 10.6 and earlier,  
and Sentry versions 9.8 and earlier that allows remote attackers 
to execute arbitrary code via unspecified vectors.  
Further information is available at https://nvd.nist.gov/vuln/
detail/CVE-2020-15505#vulnCurrentDescriptionTitle

The August 2020 DoD VDP Researcher of the Month Award 
goes to Amal (Amalyoman) who joined us last month on 
HackerOne! The researcher reported 20 critical severity 
findings on Cisco’s CVE-2020-3187; a vulnerability which could 
allow a remote attacker to conduct directory traversal attacks. 
Keep up the great work and thank you for participating  
in the DoD Vulnerability Disclosure Program! Happy Hacking!
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VULNERABILITIES SINCE LAUNCH

RESEARCHERS SINCE LAUNCH

ACTIONABLE REPORTS PROCESSED

CWE-200 INFORMATION DISCLOSURE

CWE-79 CROSS-SITE SCRIPTING

CWE-840 BUSINESS LOGIC ERRORS

CWE-22 PATH TRAVERSAL 

CWE-209 INFORMATION EXPOSURE THROUGH ERROR MESSAGE

502

0

500

1000

1500

2000

425

626

399 404

1,203

1,835

574

FEB 2020 MAR 2020 APR 2020 MAY 2020 JUN 2020 JUL 2020 AUG 2020

CRITICAL / HIGH MEDIUM LOW OUT OF SCOPE

5% 55% 35%5%

225
105

89
50

DOD CYBER CRIME CENTER

 SUBMITTED VULNERABILITIES


