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LEADING CWE'S FOR THE MONTH

CWE-200 INFORMATION DISCLOSUIRE @ @@ 000000000000 04 5(?
CWE-79 CROSS-SITE SCRIPTNG @ @ @ @@ @ @ ( 225
CWE-840 BUSINESS LOGIC ERRORS @ @ @€ 105
CWE-22 PATHTRAVERSAL. @ @ @ 89
CWE-209 INFORMATION EXPOSURE THROUGH ERROR MESSAGE @@ 50

KNOWLEDGE BYTE

Recently, the National Institute of Standards and Technology,
National Vulnerability Database released CVE 2020-15505.
This vulnerability found allows a remote code execution

in the Mobilelron Core and Connector versions 10.6 and earlier,
and Sentry versions 9.8 and earlier that allows remote attackers
to execute arbitrary code via unspecified vectors.

Further information is available at https://nvd.nist.gov/vuln/
detail/CVE-2020-15505#vulnCurrentDescriptionTitle

RESEARCHER OF THE MONTH

The August 2020 DoD VDP Researcher of the Month Award
goes to Amal (Amalyoman) who joined us last month on
HackerOne! The researcher reported 20 critical severity
findings on Cisco’s CVE-2020-3187; a vulnerability which could
allow a remote attacker to conduct directory traversal attacks.
Keep up the great work and thank you for participating

in the DoD Vulnerability Disclosure Program! Happy Hacking!
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