
256

97

86

35

308AFCYBER

FLTCYBER

CGCYBER

ARCYBER

MARFORCYBER

63

47

47

39

35

DMA

DISA

OSD

DHA

DHRA/DMDC/DTS

123

3

573

13

244

ARCYBER

FLTCYBER

AFCYBER

CGCYBER

MARFORCYBER

0

30

60

90

120

150

APR 201
9

APR 202
0

MAY 20
19

JUN 201
9

JUL 20
19

AUG 201
9

SEP 201
9

OCT 20
19

NOV 201
9

DEC 201
9

JAN 202
0

FEB
 202

0

MAR 202
0

35

79
95

137

64

6873

45

8592

114

101

54

35 AVERAGE 
MITIGATION 
DURATION
WITH 
JFHQ-DODINDAYS

Organization of the Month

DHRA/DMDC/DTS

222

39

24

22

17

ARCYBER

FLTCYBER

DHRA/DMDC/DTS

DMA

HPCMP

80%

20%

Attempts: •One or More  •Two or More  •Three or More

91
6 1

BUG BYTES
18,058
1,864
12,243

JULY 2020
DOD VULNERABILITY DISCLOSURE PROGRAM

 SEVERITY FOR THE MONTH

     LEADING CWE’S FOR THE MONTH

KNOWLEDGE BYTE

@DC3VDP
VDP-Questions@DC3.mil

In July, vulnerabilities in the web service interface of ASA and FTD software 
were found that could lead to an arbitrary file read on a targeted system. 
The new Cisco CVE 2020-3452 was released 22 July 2020 and resulted in 
592 reports in 9 days. This vulnerability was enterprise-wide affecting all 
DoD components and agencies. VDP hit record high report submissions due 
to the increased researcher activity and ease of exploitation. IAVM 2020-A-
0338 was released 24 Jul 2020 and recommends all system owners patch  
to the latest version. Please update as soon as possible! Further information  
is available at https://iavm.csd.disa.mil/iavm/services/notices/142936.htm

The July 2020 DoD VDP Researcher of the Month Award 
goes to @yaser_s who joined us last month on HackerOne! 
The researcher provided prompt response and collaboration 
throughout the month. Shaikhyaser reported three critical 
and dozens of high severity findings in relation to Cisco and 
F5. Keep up the great work and thank you for participating 
in the DoD Vulnerability Disclosure Program!

RESEARCHER OF THE MONTH

VULNERABILITIES SINCE LAUNCH
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