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In March 2024, the DoD VDP received multiple critical severity submissions regarding
misconfigured security permissions within several DoD Salesforce deployments. Salesforce
is a cloud-based Customer Relationship Management software (CRM) used to manage and
maintain client records. The platform operates under a shared responsibility model, allowing
the account holder to define granular access to Salesforce objects. Researchers identified
various misconfigured permission sets within the CRM deployments that could potentially
lead to the disclosure of client account information and PII. It is important for all customers
utilizing Salesforce to regularly perform permission audits and adhere to best security
practices for data access management. Further information is available in the following

resources: https://help.salesforce.com/s/articleView?id=sf.security data access mgmt.
htm&type=5 & https://security.salesforce.com/blog/protecting-data-with-the-principle-of-

least-privilege & https://www.varonis.com/blog/abusing-salesforce-communities

RESEARCHER OF THE MONTH

#8 Luck of the Irish is with us in March 2024
as we crown @intialrise our Researcher of the
Month! ‘¥ Their findings include uncovering
an indirect object reference revealing
sensitive information and a clever email
verification bypass. @ Cheers to enhancing
our security! & #ResearcherOfTheMonth
#StPatricksDayCyberLuck #DODVDP
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