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KNOWLEDGE BYTE RESEARCHER OF THE MONTH

In August 2025, the DoD VDP received a high severity submission, CVE-2025-4123, identifying a path Huge congratulations to @sherifx_x for
traversal vulnerability within Grafana that could lead to arbitrary code execution. Grafana is a dashboard being named Researcher of the Month.
used to compile, categorize, and query data sets. Researchers identified a weakness that allowed the @sherifx_x is being recognized for finding
Grafana server to be redirected to an attacker-controlled repository and execute JavaScript through an arbitrary file upload vulnerability and
custom-crafted plugins. It is recommended that all system owners update to the latest approved producing a full RCE payload within an
version of Grafana. Further |nformat|on is avallable in the followmg resources: https //grafana com/ Avaya Aura Device Services deployment.
Well deserved! #CyberSecurity #InfoSec
4123-and-cve-2025-3580/ & httgs //nvd.nist. gov/vuln/detall/CVE 2025-4123 & httgs //iavm.csd.disa. #WebSecurity #PrivacyMatters
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