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KNOWLEDGE BYTE RESEARCHER OF THE MONTH
In June 2025, the DoD VDP received numerous submissions detailing a cross-site scripting Congrats to @kingcoolvikasi for being
vulnerability within specific versions of Palo Alto PAN-OS GlobalProtect. GlobalProtect is a remote named DoD VDP Researcher of the Month!
access application and VPN solution. Researchers identified a potential for JavaScript code Awarded for reporting a high severity
execution within the GlobalProtect web gateway through the use of specially crafted links. Activation information disclosure vulnerability,
of the crafted link by an authenticated browser may lead to phishing attacks or credential theft in showcasing sharp technical insight
specific configurations. It is recommended that all system owners utilizing GlobalProtect update to and real-world impact.
the latest applicable version of PAN-OS. Further information can be found in the following resources: #Bugbounty #InfoSec #WebSecurity
https://security.paloaltonetworks.com/CVE-2025-0133 & https://portswigger.net/web-security/
cross-site-scripting/reflected & https://xbow.com/bloa/xbow-globalprotect-xss
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