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KNOWLEDGE BYTE RESEARCHER OF THE MONTH
In September 2025, the DoD VDP received a critical severity submission identifying a broken access # Congrats to our Researcher of the Month
control allowing for unauthorized modification of user accounts within a DoD web application. The for the DoD Vulnerability Disclosure Program:
unauthorized changes included the ability to trigger a password reset of the account. By intercepting @Ahmed78752911! & Selected for responsibly
the token granted by the reset password function, researchers demonstrated the potential to take disclosing an IDOR vulnerability that enabled
control of a victim's account. It is recommended that system owners regularly review access controls account takeover—a critical find that helps keep
of their web applications and implement best practices. Further information is available in the systems safer. #DoDVulnerabilityDisclosure
following resources: https://cheatsheetseries.owasp.org/cheatsheets/Authorization Cheat Sheet. #CyberSecurity #BugBounty
html & https://portswigger.net/web-security/access-control & _https://cheatsheetseries.owasp.org/
cheatsheets/Forgot Password Cheat Sheet.html
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