
MYTE BYTE
DEFENSE INDUSTRIAL BASE VULNERABILITY DISCLOSURE PROGRAM

@DC3VDP
AFOSI.DC3.DIB-VDP@us.af.mil

DOD CYBER CRIME CENTER AND� 
DEFENSE COUNTERINTELLIGENCE 
& SECURITY AGENCY

APRIL 2025
DIB-VDP

 SEVERITY FOR THE MONTH

KNOWLEDGE BYTE
Introducing the DIB-VDP Enrollment Feature! This new feature simplifies 
the enrollment process, making it faster and more user-friendly than 
ever. With just a few easy steps, applicants can now seamlessly register 
their account, manage their information, and track their rogress,  
all in a secure site developed here at DC3. Designed with efficiency  
in mind, this feature ensures a smooth experience, eliminating 
paperwork and reducing wait times. Whether you’re a new participant 
or returning, the DIB-VDP Enrollment Feature is here to make your 
enrollment process effortless and hassle-free.

For more information or to enroll today, please visit: 
https://dibvrmn.dc3on.gov/
https://www.dc3.mil/Missions/Vulnerability-Disclosure/ 
DIB-Vulnerability-Disclosure-Program/
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RESEARCHER oF the Month
Kudos to Himanshu Nautiyal for the responsible 
disclosure of hardcoded public/private API keys 
in a JavaScript file — a critical exposure of sensitive 
credentials. Your vigilance helps keep the web safer! 
#DIBVDP #CyberSecurity #InfoSec #WebSecurity 
#EthicalHacking

764 42 13187
VulnerabilitieS 

sUBMITTED 
Since Launch

Vulnerabilities 
FOR THE MONTH

Researchers 
Since Launch

ACTIONABLE 
REPORTS 
PROCESSED

Vulnerability Types/ 
Leading CWE’s for the Month

CWE-200 INFORMATION DISCLOSURE: 6
CWE-657 VIOLATION OF SECURE DESIGN PRINCIPLES: 5

CWE-434 UNRESTRICTED UPLOAD OF FILE WITH DANGEROUS TYPE: 1
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TOP VulnerabilitIES SINCE LAUNCH

Mitigated Vulnerabilities by Severity SINCE LAUNCH
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