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 SEVERITY FOR THE MONTH

KNOWLEDGE BYTE
In June 2025, the DIB-VDP received numerous submissions detailing  
a cross-site scripting vulnerability within specific versions of Palo Alto  
PAN-OS GlobalProtect. GlobalProtect is a remote access application  
and VPN solution. Researchers identified a potential for JavaScript  
code execution within the GlobalProtect web gateway through the use  
of specially crafted links. Activation of the crafted link by an authenticated 
browser may lead to phishing attacks or credential theft in specific 
configurations. It is recommended that all system owners utilizing 
GlobalProtect update to the latest applicable version of PAN-OS.

Further information is available in the following resources:
https://security.paloaltonetworks.com/CVE-2025-0133
https://portswigger.net/web-security/cross-site-scripting/reflected
https://xbow.com/blog/xbow-globalprotect-xss
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RESEARCHER oF the Month
Huge thanks to @hipdead010 for responsibly disclosing 
a reflected XSS vulnerability via /ssl-vpn/getconfig.esp 
on a GlobalProtect VPN portal. A sharp reminder of how 
overlooked endpoints can pose real risks! #DIBVDP 
#CyberSecurity #InfoSec #WebSecurity #EthicalHacking
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CWE- 79 CROSS-SITE SCRIPTING (XSS): 5
CWE-200 INFORMATION DISCLOSURE: 1
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Mitigated Vulnerabilities by Severity SINCE LAUNCH
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