DEFENSE INDUSTRIAL BASE
VULNERABILITY DISCLOSURE

PROGRAM (DIB-VDP)

The DIB-VDP offers defense contractors* confidential vulnerability discovery,
validation, and mitigation verification for voluntarily submitted publicly

accessible web assets. No data is shared externally. This service is managed
via an established turn-key report management platform, leveraging specialized
scripts and proof-of-concept exploits to minimize false positives.

*Companies working in support of the DIB, and within 32 CFR pt. 236, are eligible to participate in this voluntary program.
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Our researchers, tools, and testing
will identify vulnerabilities that
scans often will not.

STREAMLINED PROCESS

Our well-defined and DoD-proven
process simplifies vulnerability disclosure.
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INTERESTED?

Contact us for more information about our program.
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TOP VULNERABILITIES/CUWE'S CY25
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VULNERABILITIES CWE-LO
SUBMITTED CY25

128

ACTIONABLE REPORTS

7%

Cuwe-200

PROCESSED CY25
CWE-BS7?
CWE-200 INFORMATION DISCLOSURE INFORMATION DISCLOSURE 21
MITIGATIONS CWE-b57 VIOLATION OF SECURE DESIGN PRINCIPLES 21

FOR CYE 5 CWE-79 CROSS-SITE SCRIPTING (XSS) 14

CWE-6O1 OPEN REDIRECT 7
CWE-285 IMPROPER AUTHORIZATION 5

SEVERITY FOR THE YEAR

® 128 Successfl itgatins

(Including Top 5 Organization Data) @ CRITICAL / HiGH ® MEDIOM LOW
@ 29 Unsuccessful Attempts L AcTIOMMBLE

CY25 RETURN ON MITIGATION

scMIL $97. /MIL

MITIGATED LOSS WORST-CASE MITIGATED LOSS
(EARLY DETECTION AND ESCALATION) (BREACH)
Mitigated losses assuming each found vulnerability Based on Single Loss Expectancy (SLE), Annual Rate of Occurence (ARD),
is exploited once per year.** and vulnerabilities found for the selected assets.**

*Estimated based on the 2025 IBM Cost of a Breach Report and the 2025 Verizon Data Breach Report.
**Comparison is to the same timeframe of the previous year (or offset by one year if more than one year is selected).




