
CyberCasts

DESCRIPTION

CyberCasts are on-demand, streaming-video, microlearning modules 

created by Academy subject matter experts (SMEs) and instructors. They 

are designed to enhance a student’s learning experience at the Academy 

and to give an opportunity to earn Continuing Education Units (CEUs). 

Most Academy CyberCasts are between 1 and 2 hours in length and 

can be viewed at any time. The Academy offers a catalog of over 200 

CyberCasts on a wide range of topics.

QUICK STATS

TOPICS COVERED

LEARN MORE & ENROLL

CyberCasts are available on-demand to all personnel with a DC3 Cyber 
Training Academy LMS accounts. To learn more and view a full list of 
available CyberCasts, visit learn.dcita.edu.

200
CYBERCASTS TOTAL VIEWS

167,101
CREDIT HOURS

118,541

DETAILS

Difficulty: 
Basic - Advanced

Delivery:  
On-Demand Video

Duration:  
1-2 hours

Prerequisite: 
None

Accreditations: 
CompTIA CEU Eligible for

• A+

• CASP+

• Cloud+

• CySA+

• DataSys+

• Linux+

• Network+

• PenTest+

• Security+

• Server+
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mailto:https://learn.dcita.edu/?subject=


RECENT CYBERCASTS

• Introduction to Axiom
• IPv4 Subnets and IPv6 Explained
• Netcat and Tcpdump
• Introduction to Windows 11
• Microsoft Windows Computer Management
• Windows Log Analysis with Splunk
• Vulnerability Scanning with Tenable Nessus
• Zeek Integration Into ELK
• Domain Fronting
• Windows PowerShell Essentials
• Intro to Analyst Notebook
• Internet of Things in Forensics
• Open-Source Tools for Incident Response
• System Administration with Ansible
• File Transfer for Threat Emulators
• Windows Forensic Artifacts: Evidence of Program Execution
• Exploiting Stack Buffer Overflow

HAVE A QUESTION?

If you have a question about CyberCasts, Continuing Educations Units 

(CEUs), or need help with registering, please contact the DC3 CTA 

Registrar using the contact info below.

DC3 CTA Registrar: 

Monday-Friday, 8:00 am-4:30 pm ET 

Email: DC3.CTA.Registrar@us.af.mil 

Phone: 443-733-1990

ENHANCE YOUR 
CYBER KNOWLEDGE

CyberCasts can help you 
prepare for taking one of 
the many full-length courses 
at the DC3 Cyber Training 
Academy, including:

• A+ (CompTIA)

• Authorizing Official (AO)

• Cyber Analyst Course
(CAC)

• Cyber Fundamentals 100
(CF100)

• Cyber Fundamentals 200
(CF200)

• Cyber Incident Response
Course (CIRC)

• Cyber 101 (CY101)

• CySA+ (CompTIA)

• Forensics and
Intrusions in a Windows
Environment (FIWE)

• Introduction to Cyber
Investigations (ICI)

• Introduction to Networks
and Computer Hardware
(INCH)

• Log Analysis (LA)

• Linux Essentials (LXE)

• Network+ (CompTIA)

• Network Instrusion
Basics (NIB)

• Network Mapper
(NMAP)

• Network Traffic
Collection (NTC)

• OpenVAS (OPV)

• PenTest+ (CompTIA)

• Security+ (CompTIA)

• Technology Evidence in
Domestic Abuse (TEDA)

• Windows Forensic
Examinations (WFE)
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