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The Analytical Group’s (AG) mission

is to conduct sharply focused technical
and cyber intelligence analysis leveraging
multiple sources of data, unique analytic
tools, applications and capabilities

to directly support stakeholder
requirements and priorities.

Utilizing multiple reporting platforms,
AG disseminates timely and relevant cyber intelligence products
that enhance the overall scope, share situational awareness of the
cyber threat landscape and enable mission partners’ readiness and
success. These products oftgn highlight current cyber ipte.lligenge This AG video presentation highlights
data, activity/trends, predictive analysis and technical findings with timely and relevant cyber intelligence

attribution. products that enhance the overall scope,
share situational awareness of the cyber

AG's successful collaboration efforts through interagency threat landscape and enable mission
. . . . partners’ readiness and success.

engagements and the sharing of key cyber intelligence/operational

updates have:

* Aligned operational efforts of participating stakeholders

* Fostered a cyber-intelligence community partnership ¢« Supporting technical
* Created a shared situational awareness network that crosses and eyber intelligence
a number of missions and disciplines . .
analysis leveraging
multiple sources of
data, unique analytic
tools, applications
and capabilities ”
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SERVICES

AG provides — sharply focused technical analysis for operations and investigations in direct support
of stakeholder requirements and priorities.

AG publishes — reports that have resulted in numerous investigation and operational leads,
technical findings, and highlighted trends that enable predictive analysis.

AG collaborates — and elevates cyber situational awareness through a number of interagency
engagements.

AG’s Quarterly Meeting — hosts attendees from DoD and Federal-level Law Enforcement and Cyber
agencies to discuss relevant and emerging cyber threat items of interest.

AG partners — with the DC3 Defense Industrial Base (DIB) Collaborative Information Sharing Environment
(DCISE) and Cyber Forensics Lab (CFL) to protect critical technologies and information.

AG is central — to the release of malware signatures and decoders allowing DIB partners to defend
their networks from malicious actors.

AG provides — products and service to Law Enforcement and Counterintelligence partners:

* Cyber Intelligence Reports—highlighting activities/trends to enable predictive analysis

* Cyber Profiles—summary of entity findings w/attribution supporting LE/Cl cyber
investigations and operations

¢ Intelligence Information Reports

® Operational Lead Reports—summary of technical findings;
identification of new operational leads

DoD CYBER CRIME CENTER
410-981-6610 | www.dc3.mil | info@dc3.mil @DC3Forensics um

@DC3 Cyber Crime Center
UNCLASSIFIED




